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Financial Services and Cybersecurity: The Federal Role
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Introductio

Cybersecurity is a majpgprovioders nawmd tHthmiamcfiade sa

many wihgmsmporetdemsion of.Pphyvsoidceafls nsaenccuirailt ys er vi ¢
concernkbdt hbplwysicatlh eafntadn eefloctachtedromisd eda s i ntellect
propEhey. wantt he Ppasctperwpwhdetyhef it i1is a building
They do not want et dvalpthey sdlcomsimdotdodveandiyd cvice
attTkk watmo mini mi,wnhehhmanieriresrsomeone failing
documents ofabvhi atmd mplyieseh.iWthg natitta clomes to keepin
unauthorized persons away from sensitive electro
cyberseygyuoften overlap.

There is a gr'bwinkerfedgmfiltilpamvimmanetmance of cyb
the financiala sevivde¢edee d nldfiismsarnpcni aoltf hsee r vi ces 1 n
gover slmiemtt of 16 urseetcifdimils imefyimdsetsrpicntf or mati on o1
landscape of federal laws and regulatory agencie
financial s er 3Biecceasu scey beearcshe coufr itthye. applicable fed
implementation provisions, there are varying deg
cybersecurity in the financial sector. Some 1 aws
enfor ce memto nagc tai cnmsmb;e ro tohfe rasg ernecgiaieisc ¥ to 1 s s ue
implementing regulations and distribamtde enforcen
finally, some laws delegate all authority for 1is
a single agency

Some agencieds ohavws uazutmlbbdrnictty and comment rules; (
requirements on the institutions that they regul
noctei and commeTherfi¢d demakli ngank supervisory agenc
gemdr authority to issue regulations, also i1issue
under a variety of mnames such as policy statemen
financial institution behter fommbhhdMady oafer s, bu
the regulaformalsguedance and bring adjyudicatory
case basiasr et hantt parfetceetde ca t a a 1 signals to the regu
the agency 1 nt ergprlettsorays pacuctthsoroft yi.t s r

Thse paolrptpovides brief descriptions and examples
sector initiatives$heltasrfigcof fedehagewaggslamor s
which federal liaowms tiencphonsoel oignyf oarnnda tc yibrearmsceicaulr i t y
services pr otvhied esreso ut foi thwmmtdicaclhitteyg,r i ty of data S s
maintained in their businesses.

Acronyms and abbreviations asertpetetd in a gloss

1In a podcast released on February 5, 2016, U.S. Commodity Futures Trading Commissioner J. Christopher Giancarlo
indicated that cybersecuritisks are among the potentially most disruptive risks facing financial markets, available at
http://www.cftc.govPressRoon8peechesTestimorgiAncarlostatement020416

Executive Order 13636, “Improving Critical Infrastructure
21 “Critical Infrastructure Secur i thitpshwewd.dh®gow i | i ence, ” (Feb

strengtheningsecurityandresiliencenation%E2%80%99sritical-infrastructure
3 For further information on regulatory structure, see Table 1, Federal Regulators afidh&yHdupervise.
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Financial ServTaleess RMagm)y ak d roms:

Financial services are a .Theistei csaelr wiacrets oifn calnuyd emo
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ftoasor Wheadfocusimag on a nonbank subsidia
o we Sbearfigki 1 1 not be used, but the report wi 11 1 nd
i.,settock exchange, insurance Ccomp)a.ny, securities

® o ~
gQ ©

5 0 O 3 oo =

O < =0 = un3

c
i
t
r
a
e
i

7]
%NOO(DCO"‘"

- o =0 ®w
=B

SO oMt ® e g DR OO0 g ™
—
=
[}

Currentlfyofidhdaralarco mmegmmud ia d4flw adlssacngkhh r & g 11 oanteo r s

credifedertah,buntog upraitmmarar y federal regulator of in
pr i marayt iroenguwlf i nsuthacpveompathess fatded, public
insurance companies must caonmigpk yawntrhnear compangec

4 This description is based on the 2012 North American Industry Classification System (NAICS) 52. For more
information, see U.S. Census BurebugustryStatistics Portal “ 2012 NRiIf&Snc&é 2and Insurance, ”
at https://www.census.gogtonisp/sampler.phpfaicscode&2#

5 SeeCRS Report R4308TVho Regulates Whom and How? An Overview of Elrfancial Regulatory Policy for
Banking and Securities Marketsy Edward V. Murphy

6 U.S. Department of Homeland Securlyhat is Critical Infrastructurgavailable ahttp://www.dhs.gw/what
critical-infrastructureand U.S. Department of Homeland Secufiipancial Services Sectoavailable at
http://www.dhs.govinanciatservicessector
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Federal Banlkiogng RReggidladtor s, an
Examination

Prudentiadf reegmdsasgtidbmh ol dfionrg scaofmeptayn iaemsd s oundne s :
includes concerPmrufdemtdyple regadmnmittiynnd otfh edierpos it or
holding companies involves virtually every aspec
operations, activities, sané¢ ssxmamianadg, oms awal Ic oa ¢
supervision. It iscgdrgiasliaghbmskaechgulpawcshor rtga ni
charter andSsaupbngsisglatcmlﬂdlihxkgns@mpalliitlgTsh,miS(mms.

l aws have been amended over time to provide regu
issues and circumethnances as they have aris

Of fice of the Comptroller of the Curre

dayQf ftihcee of the ComphCiQobkl eheofhahee€Cungenuayho:
imary federal regulator of natainoddbhal i ban&ks and
neral authority under organic legislation to i
stitutions it regul®™oagczsdteleithen®d@Citoo phayv
emsacdd onalStmamrlks can allkeo Homelr@wnbAat®soff) 1933
tablished a sepasavingeponsddiblomgieehbs tDotdrd f or
ank Wall Street Reform al¥(dDdcChrhasmkmenrs fPerrorteedc t i o n
sponsibility fo
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Federal Reserve System

The Board of Governor s hoafs trheeg uFilchdocordally akie saerrrvaey Sy
famcial institutions and systems, and it relies
impeybersecurity requirements on the 1institutior

7 See, e.g., 12 U.S.C. §5365, lamrizing the Fed to impose enhanced prudential standards on bank holding companies
with assets equal to or greater than $50 billion.

8 The National Bank Act of 1863, 12 Stat. 65, ushered in a dual banking system by authorizing federally chartered
banks (ie., national banks) to be chartered and regulated by the Office of the Comptroller of the Currency (OCC),
which would ceexist with banks chartered by the individual states.

°The Home Owners Loan Act of 1933 eralydharteredsavidgs antleanf or ma t i o n
associations, paralleling the existing system of sthtetered savings and loan associations.

10 The Federal Credit UnioAct of June 26, 1934, 48 Stat. 1216, authorized the creation of federally chartered credit
unions.A 1970 amendment to the Federal Credit Union Act established an independent regulator for federally
chartered credit unions, the National Credit Union Administration. P4208] 84 Stat. 49.

11 Title Il of the DoddFrank Act,P.L. 112203 §312(b)(2)(B); 12 U.S.C. §5412(b)(2)(B).
1212 Stat. 665.

1312 U.S.C. 881461 et seq

14pL. 113203

>
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The Federal Récserud¢hadle themfdeldd Ibly a ,Baoda rgda voef iGo v e 1
regul atory sawthhaorrtietrye donwmmmkesr £« hafft t hS8yEd denr a1l Re s
In1 956, the Bank Halddiendg r@Ggmpdarty octof bank holdi:

Fed respobasvibngds tamd | oan holding comp-anies were
F r afckf

Th Fed is the primary regulator of
state banks thhe¢ HedemeambBeseote System;
U.S. branches and agencies of foreign banks:;
international operations of U.S. banks;

companies that own banks (bank and financial
securities holding companies that elect to be
1

savings and oan holding companies; and

=A =4 =4 -4 4 A& -8 O

any firm deys gamiedlfhiynasn gina lf iichagatti t uti on ( SI
the Financieals i$thab iCloiuthyx i®dv ( FSOC) .

In addition, 1t regulates the payanse nstys tcdmiaaalnlgy
significant by the FSeOCur iutnileess Go mdnighRSkals ®endg by t he
Commy#untures TradiCFgDCCommi s sion (

The Fed regulates wholesale payment systems, wh i
l arvgpel ue fondemmmudi ¢ateTwet hwoeaphi mahygyrdomestic i
payment and messaging systems are the Fedwire Fu
Clearing House Iwnsteatham&HIPR S elaegasrianPga ghobup t § h e
Company., WhLc& is b)%ed in New York

Th
w h

Fed has oversight or supervisory responsibil
ch include systemically important private sec
sy ems r a¢d secusitaand deposWHiokmathadt rpaapareast. e s
t h ot her central banks i—# hteh eSfo@poeudpl woifdel 0 t o ov
Interbank Financ iaBtussdldased entitynawnenyifiraacid organizations
worldwide that provides secure international messagimgong banks and other financial

institutions—for t he purposes of critical infrastructure
cosni dered a communicatio@mse sfysr mcny, b earnsde, o yt rhietrye fpourr
thepBrtment of Homeland Security.

o »n = o0
—

5p.L. 6343.

1670 Stat. 133, 12 U.S.C. §818dtiseq.

Pp.L. 112203

18 Federal Reserve Bank Servic@gerating Circular 5 available abttps://www.frbservices.orgggulations/
operating_circulars.htmtovers computer access to Federal Reserve systems by member banks; Federal Reserve Bank

ServicesOperating Circular 6 available ahttps://www.frbservices.orgggulationsdperating_circulars.htméovers
access by member banks to Fedwire.

BExecutive Order 13618, “Assignmeritp acf diedemliRegister7 7Secur ity a;
40779, July 11, 2012, abolished the National Communications System (NCS), which formerly oversaw SWIFT, and
reassigned this role to the Department of Homeland Securit
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Federal Deposit Insurance Corporation

Th&dederal Deposit FidDd)ysanhbe @ormergygtriregulator of
stathartered banks tthat Farde rmdt Rmembrevres Soyfs t em an
insypsrteedha@a rt ered thrift s® latned iseasvgemmgesh madsasdoucti haot ri iotnys
undietoexy ganic legislation to 1impose cybersecurity

ThBankAcntgl ¥8r e a tFeItGoh ¢ masnile p oasnidt st o act as primar
regulatehaofeseadtdbanks that are notEmemperfonf t

a few smalalr,t essrtealt danks, al 1l Dbeapnokssi tasr ei nrseuqrueidr ebdy t
FDI C.

National Credit Union Administration

The National Credi(tNCUMMsohhAdmedesataregnlator of
unions -ahadrtseneednsfieddr etbaliite uamm hbr oidtd under
organic legislation to impose cyberé&€cadity requ
unions are chartered as cooperative organization
deposmetmbeod viamgls t ransacté ohobmlahcelaia d4ddbcounts
dividends, and ®ffer consumer credit

The Federal CrediantUwmiromedctfeadferhdd4 chartered
the Bureau of Federal .TClhree dH itn aUmc ioanls Itmontdivtew tsiecen st
Interest Rate *Cemptlmale dAdtheofbulr%7sii twilUtnh otnhe Nat i
Administration

Cons umer Financial Protection Bureau

The Consnmeal FBAncatt eocft 2AG)Ifwhi@ €HP i s DI dFdrlagh kX o f
creat od stuhhenraCnk i al Pr oFEBEBwiitchnt Ber Fadef €l Reserve
The CFPB has rulemaking, enforcement, and superyv

20 The Dodd-Frank Act of 201@llocatedresponsibilityfor regulationof statecharteregfederally insured savings
associationso the FDIC.

21p.L. 7366. 48 Stat. 162The 1933act sought to prevent investment banking from jeopardizing the soundness of
commercal banking by separating them.

22\While the NCUA has the same examination authority over national credit unionsfedets banking regulators

over the depositorieheyregulate, NCUA lacks similar authority to examine thpattty vendorsBetween Marh 20,

1998, and December 31, 2001, NCUA had the authority to examineptritglvendors for cybersecurity around the
time of the Year 2000 concerns. See. 105164, theExamination Parity and Year 2000 Readiness for Financial
Institutions Act. For more on this issue, $&RS Legal Sidebar WSLG1346 A0 Report on Depository Institution
Cybersecurity Points OutNC4 > s Lac k of Aut kRantyiTechnology Pravidesby M.dMaure€m i r d
Murphy, and U.S. Government Accountability Offiéank and Other Depository Regulators Need Better Data
Analytics and Depository Institutions Want More Usable Threat inétion GAO-15-509, July 2015, p. 5, available
athttp://gao.goyroductsGAO-15-509

23 For more information about credit unions, RS Report R4316Policy Issues Related to Credit Union Lending
by Darryl E. Getter

24p L. 86354.

25p |, 95630 Title V.

26p |, 111203 Title X. 124 Stat. 1955.
27p L. 111:20381001.
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products and services, a®®1 twehlals arsu ltehmea kei mtgi taiuet sh ot:
financial consumer protection ilnaws dtimagt almaheo rdib
develop identityhehbtdfrgandeAcdesanad€rons Act (
Acfand to issue regulations ruanmdmera-Bthh ¢ epr Avacy pr
(GLB®AUnlike the other bawmlksragil haoves atlbhwever, u
promud ¢gmit @i strative, techifli)catlo, iannsdu rpeh ytshiec asle csuarf;
nfidedctusatl’omeyro o § s a n;d2 i ntfoo rpnraottieocnt against any
rehagamdst he security or (B)egoipyobdbé€csueaeharnst
authorized access to or use of such records or
rom inconvenienehkE€Hk BDBaasn yp ucbulsitsohneedr .a Super vision
Manuvlelxaminations copersohal byot denPildfoivaetileed i nf or
by the pr GhkB*®ayn dtHtathlee ©rfe di t( FRGRA)rtt h nrge Apadct t o

sharing of nonpublic personal information with n

e o
& B 50

Under its or,ghri iBBRBgiust lhaotriidany t o issue rules dec
practices to be unlawful be v &luhsies tahuetyh oarriet yu nifsa isr
aut hori fygydehal ThedFeTWosnmmusedomemMemitngcenHdHms bas
on cybersecurtThy si madd@uddciyesvas used on March 2,
cyber sreecluatiead e ndmraganemstt aacrt ionHo we vipeR yme nt pl a:
CFP8B authority with respesgptractdsucedatfhCgFPd8e ¢ opt i ve
general regul®™tory jurisdiction.

The CFPsBupervisory powers 1 nclduedptoostihe sadiohority
consumer compliance. The CFPB also has authority

28 For more details, s€8RS h Focus IF10031introduction to Financial Services: The Consumer Financial
Protection Bureau (CFPB)y David H. Carpenter and Sean M. HoskersdCRS Report R4257Z;he Consumer
Financial Protection Bureau (CFPB): A Legal Analygdiy David H. Carpenter

2P.L. 10815988114 and 216, 15 U.S.C. §1691w.
30p.L. 106102 Title V.

31 CFPB Supervision and Examination Manual (2012), availathié@t/www.consumerfinance.gaydidance/
supervisiorthanualfsemanual According to the CFPB, this is a “guide for
that provide consumer financial products and services [that] describes how the CFPB supervises andlessenines

providers and gives ... examiners direction on how to determine if companies are complying with consumer financial
protection |l aws.?”

82p L. 106102 The privacy preisions discussed in this report are in Title V ¢f83\ and are codified at 15 U.S.C.

886801, et seq. Regulations implementing the data safeguards rule are at 12 C.F.R. 8390((OCC), §208 (Fed), §364

(FDIC), 16 C.F.R. 8314 (FTC), 17 C.F.R. §160.30 (CFTC)Bn@.F.R.8248 (SEC)). The safeguards provisions

require financial institutions to protect customer and other information that it collects. This includes promulgating

administrative, technical, and physical safeguards (1) to insure the security andnconfide 1 i t y of “customer” |
and information; (2) to protect against any anticipated threats or hazards to the security or integrity of such records; and

(3) to protect against unauthorized access to or use of such records or information which doindstésstantial

13

harm or inconvenience to any customer .
3315 U.S.C. §8168¢%t seq.

34 In the Matter of Dwolla, Inc., U.S. Consumer Financial Protection Bureau Administrative Proceeding File No. 2016
CFPB007 (March 2, 2016). This is a consent order, pursuant to which Dwolla, Inc. (Dwolla) is to undertake a number
of specified actions to impve the safety and security of its operations and to pay a civil money penalty of $100,000 to
the CFPB. CFPB?’ sislkasefl enfindiags that @ia misrepiresented to consumers the safety and
security of its network and transactions anad@sipliance with standards promulgated by the Payment Card Industry
Security Standards Council. (These standards are discussed in a later section of this report.)

35 For further information, seERS Report R4257Z;he Consumer Financial Protection Bureau (CFPB): A Legal
Analysis by David H. Carpenter

tn)
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[tihe CFPB is authorized to supervibeee groups of nonbanks. First, the CFPB supervises
nonbanks, regardless of size, in three specific marketsrtgagecompanies (such as
lenders, brokers, and servicers), payday lenders, and private education lenders. Second, the
CFPB may supervisélarger participantsin certain consumer financial markets. The
CFPB has some discretion to determine what those marleetsndrwhat constitutes a

larger participant.. Third, the CFPB may supervise a nonbank if, based on consumer
complaints or other sources, the CFPB has reasonable cause to determine that the nonbank
poses risks to consumers in offering its financial sesvar product®

The CFPB views protectiomeoporwusbomeri datandshopasa

federal banking regulators to 1issue a cybersecur
3
u s’ .

Federal Financi ani nlatt si toint: «CtBianrksi 1 E x a
Examination

Th&dFederal Financial Ins FFfifEECwvoanscExtalme dXa bo fo nt hCeo u
Financial Institutions Regul aftospyesndi betanesobr R
principles efxcarmitnhme ilend ewrfalfinancial institutions

and make recommendations t o pfr otnhoetsee ufniinfaonrcmiatly i
institutions.

Alflifveddepbsitoryegmlatadamg i ome mdmbefsdefathagERLI
members of the FFIEC examine institutions they s
their examinations, as diesvoosws axd olramtad 1 ,oni & ea hamwn
cybersecurity.

Under t he pGrIB Aaalcly otfi ttlhee offe der al( asa ngkrienygi awsgluy at
notthlg CFPB, have awtdlmamiitsyt rtad i ppreqmulegaditna c al , an
(1) to insure the se“cusimecaonrdd sc cannfd2 fi ennbooicpalait ti yo no |
against any anticipated threats or h@¥)rtde to th
protect against unauthorized access to or use of
substantial harm emsitifmemvenience to any

Banks are subjsddte texapgmd miaddioam a@dmsi gned to maint e
of the individual institutfAlonlbomagh eovVeirsyh efeedchet ri ale

36 CRS In Focus IF10031ntroduction to Financial Services: The Consumer Financial Protection Bureau (GBiyB)
David H. Carpenter and Sean M. Hoskins

37 SeeCRS Legal Sidebar WSLG134Regulators Offer Depository Institutions a Cybersecurity-8stfessment Tool

as GAO Report Finds IssueswithRegut or s ° Moni t oring of CybeloyMeMaureen t y for Dey
Murphy.

38p.L. 95630 92 Stat. 3641, 3694. 12 U.S.C3891:3308.

39 There is also one stdi@ancial services regulator as a rotating member of the FFIEC. FFIEC membership changed

with the merger of the Office of Thrift Supervision into the OCC and the creation of the BE&Bding to the

FFIEC’s websit e, httpsiivivevifiecigev/the eusranttmerabership dlates to 2006 when a member

of the State Liaison Committee was added to the FFIEC’s me
representatives from the Conference of State BaupgervisorsCSBS, the American Council of State Savings

SupervisorsACSSS, and the National Association of State Credit Union SupervisSthSCUS . ”

40p L. 106102 Theprivacy provisions discussed in this report are in Title V of GrameachBliley Act (GLBA) and
codified at 15 U.S.C. 886801 et seq. Regulations implementing the data safeguards rule are at 8290(RRC),
§208 (Fed)8364 (FDIC), 16 C.F.R314 (FTC) and 17 C.F.R248 (SEC).

41 The federal bank examinations are of three types: safety and soundness, systemic risk, and consumer compliance.
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bank is omvahwatsadne s emesaaeft omip» nfaandntssotoisft ut thiaotn
financial condftliondagdeopeff affddaasal oversight o
of a,amank he variety afd scope of its operations
One compaonkeamntk ofxamenanfonmgyioxnameowhnioho is base
on the Interagency Guidelines Fdmawldidshimg,Inher
federal banking agencies have issuedbpgpamadhnce ad
of s eicnuvroiltvyi ng catsitome rri ti nfiwgtne pffompd hegnmoand yi tl
regul®fuetomers must be notified ifaabreashnaolfl e
customer information has oc¥®hhe eRIFIoEC ilsa sr eiasssome b
information technol og*f ofrl Tuys ee xbaymienxaat mionne rhsa nodfb otohk
agenthes handbook consists of 11 separate bookle
T audit,
1T business continuity planning,
T devel opment and acquisition,
2FDIC, “Uniform Financial I nbttpsi/eventfdicgawegRlationdawgtuleS5080t ¢ m, > a v a i .
900.html It contains the following description of the rating system:
Composite ratings are based on a careful evaluation of
financid , and compliance performance. The six key componen

financial condition and operations are: capital adequacy, asset quality, management capability,
earnings quantity and quality, the adequacy of liquidity, and sensitivityarket risk. The rating
scale ranges from 1 to 5, with a rating of 1 indicating: the strongest performance and risk
management practices relative to the institution’s
least supervisory concern. A Birgy indicates: the most critically deficient level of performance;
inadequate risk management practices relative to t
and the greatest supervisory concern.
43 For example, examiners are continuously o@ ai large, complex bankglost other banks have fedicope, orsite
examinations at least once every 12 months, but banks with total assets of less than $500 million that meet other criteria
may be examined every 18 monthg.U.S.C.81820(d).

“Thet¢®fFngency Guidelines Establishing Information Security

on the Feder al hRp/wewfederdlraserve.gthankinioreghteragencyguidelines.htrithis
covers:

the following types of financial institutions: National banks, Federal branches and Federal agencies
of foreign banks and any subsidiaries of these entities (except brokers, dealers, persons providing
insurance, investment companies, and investment advisers) (OCC); member banks (other than
national banks), branches and agencies of foreign banks (other than Federal branches, Federal
agencies, and insured State branches of foreign banks), commerciadj leodtipanies owned or
controlled by foreign banks, Edge and Agreement Act Corporations, bank holding companies and
their nonbank subsidiaries or affiliates (except brokers, dealers, persons providing insurance,
investment companies, and investment advigBmard); state neamember banks, insured state
branches of foreign banks, and any subsidiaries of such entities (except brokers, dealers, persons
providing insurance, investment companies, and investment advisers) (FDIC); and insured savings
associationsnd any subsidiaries of such savings associations (except brokers, dealers, persons
providing insurance, investment companies, and investment advisers) (OCC).

45 “Interagency Guidance on Response Programs for Unauthorized Access to Customer Informatistoanelr
Notice;” Supplement A to Appendix B to Parts 30, 208, 255, and 364 of 12 C.F.R.

461d.

47U.S. Federal Financial Institutions Examination CouigflEC Information Technology Examination Handbpok
Appendix B to Parts 30, 208, 255, and 364 of 12, available ahttp://ithandbook.ffiec.gov/

471d. Each booklet has an overview of the subject matter, guidance for examiners, and an appendix listing applicable
laws, regulationsand guidance.
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el ecita ob,anking
information security,
management,

ou

n

operagtions
tsourcing technology services,
t

retail payment systems

=A =4 =4 =4 =4 -4 2 4

supervision of technology service providers,
0

whol oaaglme nt syst e ms.

Nobankederal Regulators

I addittoi ofnederals pbaakheregidde¢eoal regulators overs
goversmomsored enterprises in the secondary mort
certain aspects of consumer protection.

Federal RefguSadwristies and Commodities

There arreale¢e ggwl Steadmsa nadfi e s mmodh ¢ i Securities and ExX
Commi s(sSIE€Cnd t he yFammadidti ng Commission (CFTC). T
created by the Secur® thie WEELCcchhagnmg ch dA cCto nomfo dli % 3y4

Fut ur ensg TCroamdmi s s i o*hT hAec tS FoCf olv9e7r4s.e e s securities ex

dealers, investment advirseogrusd,a taiengdn amuetdu aclo nft wnadest;
swap execution facilities, derivantevesswdpadealge
futures commission merchants, commodity pool ope

Securities and Exchange Commission

The Securities EvxehangesAptdbdfi cbnPpanies to discl
financial and other information to the public, p
Commi ssion. The securities 1 aws

arebroadly aimed at (1) investor protection; (2) maintaining fair, orderly, and efficient
markets; and (3) facilitating capitédrmation. They do so by providing clear rules for
honest dealing among securities market participants, including antifraud provisions, and a
disclosure regime that requires the various entities involved in securities markets to
disclose information deemecessary for informed investment decision maRing.

As a consequence of its responsibilities, the SE
and nonfinatnrcaidaeld pcuobnhpsacnliwersg e snuacthli to nevn fder ces ail er

48P L. 73291.48 Stat. 881.
49p.L.93463. 88 Stat. 1389.
S0p.L. 73291,

T'n brief, “material” means informat i on ndedidingwhetherto nvestor o:
buy or sell the company’s st oc kK Fofrotedetail seed7sCuFaRlI82K. report ed
The precise definition and its application to specific information is a matter of some contention.

52 CRS In Focus IF1@2, Introduction to Financial Services: The Securities and Exchange Commission (§EC)
Gary Shorter
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pr ohisbiatgiaoionst insider trading, accounting fraud
information about securities and the companies t

Two key SEC regul aatrReRegel onhi oy bBystemsi €Cympliance
(Regul adamde g ChYion Privacy of Consumer Financi a
P¥Broadly speaking, Regyghd tait or yS O gisaudcuhiamdso ns e I( £
thdFinahodastry Regul at otroy iAmptlheomeintty c(oFnmipNrReAh)e ns i v e
prcedures for their tneocthinfoyl otghiec aSE R ygfit sy apmrdd bt loe

implements the proviGLBdowhiofth trheeq upirrievsa ctyh et iStEICe toof
administrative, techili)catlo, ianmsdurrpel ptshicmakl coaffe gweat
“cus t’meror ds an;d2 )i ntfoo rpnraottieocnt against any anticij
the security or in€¢dgrioypopéteuothageconstdsunantdho
of such receomdswhorhi chadmatriesud¢c¢onnesubstant o adn
“cust dThheirs. regulation applies to brokers and deal
advisers registered with the SEC.

The 'SEOffice of CompExaméaal nVips cR(dOs@ds B aon df
notify regulated entities of newAempkhaeres i1in the
highlighted s igx vamremasicoef amaonccersrk: assessment, ac
loss prewdontri mmanage ment, traS?InninZgO,ISa,ndthiencOGiIeEnta
the securities industry to the“iumpmarrtyance of cyb
obserVat xomisnations it had ¢ ondudcetaelde rosn oarppr o x i m

53234 Fed. Reg. 7225D¢cembeb, 2014), applying to entities covered by 17 C.F.R. Parts 240a2d2249.

%17 C.F.R. §248. This regulation “applies to brokers, deal.
advisers that are registered with the Commission. It also applies to foreigre@ment) brokers, dealers, investment
companiesandinvestmt advisers that are registered with the Commiss

55 These other entities includertain alternative trading systems (AT8&)uding secalled dark poolsplan
processorssuch as the national market system péard certain exept clearing agencies

5617 C.F.R. 8248.30. The SEC has invoked this authority in one data breach incident. U.S. Securities and Exchange
CommissionR.T. Jones Capital Equities Management, 1Ac4204, September 22, 2015, available at
https://www.sec.govtigation/admin2015/a-4204.pdf Violation of Regulation S was the basis of an SEC cease and
desist order against an investment adviser, R.T. Jones CapitieEdlenagement, Inc. (R. T. Jones), for failing to

develop and maintain policies and procedures to safeguard PII of retirement plan clients by encryption or other means.
Following a data breach affecting the PII, R. Thé®entered into a consent agneet under which it agreed to pay a

$75,000 fine, to encrypt PII, and to take other remedial steps, including the appointment of an information security
manager.

57 The role of the Office and Compliance Inspections and Examinations, as explained on its iseissitalows:

[t]he Office of Compliance Inspections and Examination
administering the SEC’s nationwide examination and ins
Washington DC and in the Commi exiamnhatlbnsegifonhle ambffi
registered entities, including brokedealers, transfer agents, investment advisers, investment

companies, municipal advisors, the national securities exchanges, clearing agencies, SROs such as

the Financial Industry Requtatr y Aut hority (“FINRA’”) and the Municipal
Board, and the Public Company Accounting Oversight Boa
https://www.sec.gowaCie

58 Office of Compliance InspectionsandExam a t i ons, U.S. Securities and Exchange (
Cybersecur ity ExNational Bxam Rrograni Risk Algral.t4,ine. 8, (September 15, 2015

(September 15, 2015) availablendtp://www.sec.gowcielannouncementie-2015cybersecurityexamination

initiative.pdf. The growing attention that the SEC is directing at cybersecurity is discussed in an article by Daniel F.

Schuk rt, Jonathan G. Cedarbaum, and Leah Schloss, “SEC Enfor
Cybersecurity Enforcement Actions,” I Cybersecurity Law Re

and Schloss), available fattp://www.cslawreport.corigsuel.
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regiretd investment advisors for ¥sul2nlelr6babi I i
examination priorities are cybersecurity a

Commodhidtyures Trading Commission

Under the Commodity Fut uftehse MoFd®q wiiszead itom

against any anticipated threats orahdzétds
protect against unauthorized access to or

subsatial harm or inconvenience to any customer.

der CFTC “regud¢nyidbmsyres commissio
mmodity trading advisor, commodity pool

n
0
n
hat address administrative, technical and
e
e

t
ummarizsedcg¢bdftsecurity regulatory efforts

We have incorporated cybersecurity standards into our regulations, [and] required clearing
houses and exchanges to maintain system safeguards and risk management programs, to

59 Office of Compliance Inspections and Examinations, U.S. Securities and Exchange ComiNatsioral Exam
Program: Examination Priorities for 201@vailable ahttps://www.sec.gowaboutbfficesbciehationalexamination
programpriorities-2016.pdf

60P L. 106554 114 Stat. 2763.

61p.L. 106102 Title V. 15 U.S.C. 886801 et seq.

6217 C.F.R. 8160.30.

8The CFTC’s best practices are as follows
Designate a specifiagployee with privacy and security management oversight.

Identify, in writing, all reasonably foreseeable internal and external risks to security,
confidentiality, and integrity of sensitive information.

Design and implement written safeguards to cont®idlentified risks.

Train staff to implement the program.

Regularly test or monitor the safeguards.

At least once every two years have an independent entity test and monitor the safeguards.

To the extent that third party service providers have accesasitige information, oversee and
monitor their actions.

Regularly revise theggrograms in light of new riskshanges in technology and business
processes, operations, or other circumstances.

Design and implement policies and procedures for respondimtpiethorized access, disclosure,
or use of sensitive information

Provide the Board of Directors with anraual assessment of the program.

For more detail, see U.S. Commodity Futures Trading CommisSI6RC Staff Advisory Nd.4-21, February 26,
2014, available dittp://www.cftc.govidc/groupspublic/@Irlettergeneratfocumentdétter/14-21.pdf
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notify us promptly of incidents, to have recovery procedures in place. And we atko m
this a priority in our examinatiorf4.

SelRfgulatory Organizations

Certairre gsudlaft ory oregepnizateonsgb@fBROa)ions empower

regulation to c¢creat—ealasnod aernef ocrecyed eirnsdbultsatarbys yrtul e s
i daBleNR*&hich, to protect investors, oversees sto
t hem. The National Futures Association (NFA) has
in the retail foreign exchange market

%DOEOEPEOwW( OEUUUOEmO&AT UOEUOUawW UUI

FI NRA n si nde pdwpremfti,t noortgani zationo apurtohtoercitzed by

Amer’s canvestors by making sure the secur.ities 1in

writing and enforec g rulen gp9867nsaguthtiastfwvr

approximately 643 2 brokers; examining firms f

mar ket transparen F IlaMRIA ewdausc actri enagt e cdh vheys ttolhres . me r
iat

National Assoc ntdhi e Se e gnd fa ttehsey DNeavine Yosr,k I n ¢ .
Ex c ha®h ge .

FINRA has pubyoifs hSRdOsa. direct or

1 n
, 32
Cy”65
9

1 om

-EUPOOEOW%UUUUI Uw UUOEDEUDPOO
Among the SROs s’subjjwrcifSthdeioc NtFhee ntsGefeks@ i ndi vi duals

companies trading on U.S. futures exXahamgesheand
general category of risk management, i® consider

The NFA manual pr o biedceysb egrusiedcaunrciet yf oprr ongerma ms .

Federal Insurance Regulation

There are no federal insurance regulators with r
securitiehse abguesnicnieesss. off i nsur anen di swhsemb jtchoetr et a s

64U.S. Commodities Futures Tradi@pmmissionStaff Roundtable on Cybersecurity and System Safeguards Testing,
March 18, 2015, available http://www.cftc.govidc/groupspublic/@newsrom/documentdile/transcript031815. pdf

SFI NRA, “About FINRA, ” a v https/wbwlfiara.argibouf I N-Regulatbry we bs i t e at
or gani zat i ohitpsi/wwaviaw.cornellledwex/isalft regulatory_organizatioprovides a summary of the

role of the securities SROs and a history of FINRA. FINRA was created pursuant to the Securities Exchange Act of
1934, 15 U.S.C8 780, et seq.

66 Securities and Exchange Commissit@rder Approving Proposed Rule Change to Amend thé@ys of the

NASD to Implement Governance and Related Changes to Accommodate the Consolidation of the Member Firm
Regulatory Functions of NASD amdly SE Regulation, Inc., Exchange Act Release Ne584.45 7 72 Federal
Register 42169, August 1, 2007.

87 FINRA provides a directory of SROs on its websitatgt://www.finra.orgindusty/web-crd/sro-directory.

68 The NFA was created pursuant to the Commodity Exchange Act, 7 U.S-278&t seq. For further information,
seeNot e, -Frlaondkd s Failure to AdRegud a€bT¢ Ovegnanight i ofi Ral £ ma
Columba L.R. 69 (2013).

69 National Futures Association, "9070IFA Compliance Rules-2, 2-36 and 249: Information Systems Security
Programs," August 30, 2015, availablétip://www.nfa.fuures.org/nfamanual/NFAManual.aspx

“The McCarran Ferguson Act states that “[no] act of Congre:
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data breach involving an insurance company state
inves t'iHpawteiveer.,, certain feder olf hGemavaine a-chch as t he
Blile¢’paaotifically impose cyberseeusi anpndrequii e me
These laws arebgenbeadlygtendorbeditices.

Accor dGRaSg Itno Fochmwt AdFdbOH4i3an t o Financial Service
by Baird Webel

Each stategovernment has a department or other entity charged with licensing and
regulating insurance companies and those individuals and companies selling insurance
products. States regulate the solvency of the companies and the content of insurance
products as wehs the market conduct of companies. Although each state sets its own laws
and regulations for insurance, the National Association of Insurance Commissioners
(NAIC) acts as a coordinating body that sets national standards through model laws and
regulatiors. Models adopted by the NAIC, however, must be enacted by the states before
having legal effect. The states have also developed a coordinated system of guaranty funds,
designed to protect policyholders in the event of insurer insolvency

Kkkkkkhkkkk

The Dald-Frank Act P.L. 113203 in 2010 significantly altered the overall financial
regulatory structure in the United States, but it largely left the-stattered insurance
regulatory structure intact. The areas where the act did affect insurance regulation include
(1) enhanced systemic risk regulatory authority, including authority over insurers, was
vested in the Federal Reserve and in the Financial Services Oversightl ehex), a

new council of regulators headed by the Treasury Secretary; (2) oversight of bank and thrift
holding companies, including companies with insurance subsidiaries, was consolidated in
the Federal Reserve with new capital requirements added3atie(creation of a new
Federal Insurance Office (FIO) within the Treasury Department. The-Bradk Act also
included measures affecting the statewersight of surplus lines insurance and
reinsurancé?

any law enacted by any State for the purpose of regulating the business of insurance, or whiclaifepasesx

upon such businessnless such Act specifically relates to the business of insurdieé).S.C. 1012 (bfor
information on state regulation of insurance companies and current federal iss@¥RSdaed-ocus IF10043,
Introduction to Financial Services: Insurance Regulatioyn Baird WebelandCRS Report R44046nsurance
Regulation: Background, Overview, and Legislatio the 114th Congresby Baird Webel The website of the
National Association of Insurance Commissioners (NAIC) includes information on state laws governing security
breach noticed\lational Association of Insurance Commissionér§, p e ¢ i a | cBity BreachdResponse &Q
availableat http://www.naic.orghdex_security_breach.htm

"I In February 2015, the NAIC launched a nationwide investigation into security at health insurer Antheftet a

hacker gained access to a database containing personal information on 80 million cuSemelise NAI C’ s Ne ws

Rel ease, “State InsuranStatCo miiasamiwattiren Cafl ]l Aftome ™Mul t(i@Febr
athttp://www.naic.orgRelease®015_docstate regulators_call_for_mubktate_exam_of_anthem.htm

72 Title V of P.L. 106102 113 Stat. 1338.

73 Available athttp://www.crs.govgearchihsurance%20regulation
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Ot her Regulators

Federal Trade Commission

ThReedr al Tr adeAcCto m(nfi G ifocnt )F TeCsnt aftOldidtspleed t he
consumers foomuudaiepthbWwFhee FTICphast nsesd. thi aut
enforcement actions against varibusogfntmert
information stored on computer systems.

The FTC altshoe epnrfiovraccetGLBAmadti ¢ onsowfumer pr
Und@GktBA FsTCaut horfityarcoiveahai tetrimt tthadns s b
incl udiena {sdieghnuisf i c a’ntnl preowgaged finawmdhael produc
than those subjectotthoe rp rfiendaefrya ¢ér.fepegeuglimahtditobm sbkyi ng o
security regulators¢dr state insurance authori-t

(0] (5]
T a

e o

The FTC haedpaomapghtfatliloma m @ iqa lis ruiibm getcitt uttoi ointss

i s"dioctaidorpt administrative, technical, and ph:j
tomer {PRAfeor#nEf€uitomority to pr oce epd aacgtaiicnesst, un f
ch does bmmtk se x ts@wd ndgmsr eadsista aninai tei n@sht,shse rbse, e n

basis of over 50 cases that the FTC has brou
ncial companies, acepsedeopPprangagengbiynfanfa
o n®3Alf tdeantpdca i nts that its criteria for taking
FTC published a gtli0d ep rfaocrt ibcuasli nleesssseosn st hbauts ionf
m t’he5 Faf Gsdeactur i t™a nsde tbtrlieemied nyt sdi scusses specifi
lains why the FTC® did or did not take action.

@Hu'-f"chhv-fgo‘—h
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o
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Federal Housing Finance Agency

The Housing and EcondmreaRedovhrey FAadterafl HOMS i ng
( FHFA) ttoher eprleawiecous regul atorsspdngdhred hamtee hpmi

7438 Stat. 717

75 Section 5(apf the FTC Act prohibit “unfair or deceptive acts or practices in or affecting commercé5.U.S:C.
§45.

76 SeeCRS Legal Sidebar WSLG938,h ¢ Feder al Trade Commission’s Regulation o
Deceptive Trade Practiceby Gina Stevens

7715 U.S.C. §6805(b).
7816 C.F.R., Part 314.
7915 U.S.C. 45(a).

80 For a report on recent FTC data security enforcement actions, see U.S. Federal Trade CorRgdssaliirade
Commission 2014 Privacy and Da®&curity Updateavailable ahttps://www.google.conskarch@=
Federal+Trade+Commission+2014+Privacy+and+Data+Security+Upitetetf-8& oe=utf-8.

81U.S. Federal Trade Commissidtart with Security, A Guide for Business: Lessons Learned from FTC, Gases
2015, available dittps://www.ftc.goviips-advicebusinesscenterguidancegtartsecurityguidebusiness

82p.L. 116289 122 Stat. 2654.
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(GS®Beci) Fannie Mae, Freddie Mac, and& HtFWMeh&esedgentr &
safaemtrdoundness regulatorGSERuthority over the thr

In addit imbre,r on 0ptle, FHFA placed Fannie Mae anc
conser vAd oacscthd or w3 s @tmhee FHFAhor ity of the boards
management and has broad contr®1l and oversight o

FHFA has isgswye®BudndeAdwni sm Cyber Risk Management,
Freddie Mac, and t he%IFte dperr @ i*pdied sm abs izfpdexds aBnadn k s .

technwd wignpanlponents for cyber riskmenmtnage ment . It
participant iovhe r ailnlc lruissiko ma n a g epmerntty, raeslsaetsisomesnhti pos
protection of sensitive, confidential, or person
Farm Credit Administration

The federal gdédbeemmémt ehastedngvaadabtiengnthartrad
ar ETde Federal Far®orleman dAcwhaof ils9ltéoday the Far
Admini s(tFrCpAAt) wbhnc h ogewesresemontvor ed GEBHseeceptede dy(
the federal govtefrananielnitt a toeg mfaikmaal m chithnagn Foafr mma Cr e d i t
System (FCS) and t batlBader dildripermjaEMadctnia mth M
Credit A%ctonosfolli9d7alt ed and revised several farm ci
Farm Credit System, designed to extend credit to

owned banks and credit associationsheaiFmis systen
Credit Administration.

The other agraircmelrt uaacl, -dGvsEesdt cmenkdh amlackeers a s econda
agricultural real estate mortgages, rtrural housin
was created byedihte Agtt ocfabt@adhl sbra secondary ma
agricultural real es fTahtee Faanrdm rGirreadli th oSnyes tneomm tRgeafgoe
gave Farmer Mac further authority-bttekpudrchase an
securitieasewidtlpagumema of principal and interest,
securities issued by other retail lenders.

The has no regulation thHavismpg cshafiid atlHayt ,a dtd r

FCA
agens2®16 Regulatory PpopajedetwaRisn omBcltwdeurrent

83 A governmenisponsored enterprise (GSExartered by Congress for a public purpose, but is owned by
stockholders. Fannie Mae, Freddie Mac, and the Federal Home Loan Banks were chartered to improve access to
homeownership and affordable housing.

8412 U.S.C. 88451t seq.

85 The boards and managent of Fannie Mae and Freddie Mac continue to run the enterprises, subject to FHFA
approval on major decisions. The boards and senior management in place at the time of the conservatorship were
reconstituted. FHFA provides information on the Fannie MakFaeddie Mac conservatorships on its website,
available ahttp://www.fhfa.govConservatorship

88Available on t hhitp/EEvEf#E govBupentisionRegulatioAtlvisoryBulletinsPagesAB-2014
05-CyberRisk-ManagemenGuidance.aspx

87 For a history of federal laws providing farm credit, seethe Farm CrddihnA ni s t r at i on’s webpage on
FCA and F CS,hitps:Awww.fcd govitbbuthistaryhistoryFCA_FCS.html

88 For further informationseeCRS Report RS2197Agricultural Credit: Institutions and IssugBy Jim Monke
89p.L. 64158. 39 Stat 360.

9012 U.S.C. 882001 et seq.

91pP.L. 100-233
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information technology regulations to address 1in
and cybé¥security.

The FCA is required to conduct a periodic examin
Syst{emcept for federdaCybandcbanktysiocciaamtioanhse) e
these examinations. The FCA Examination Manual i
component in t%hlons ee xeaxminniinna’g isomMeums tiyt ueXami ner s
“ d] eitnéderf hbeo aa mdtha na g ehnaevaes t abd nshdhiedt af iedt i ve
secuaviddyien st istfuatciiobny t t ® me, dti npt o caensds ovri et a l

infor fabtuisoimeesnsa t”"bPmes examination Examinadiom the
Handbook and focuses on risk management and asse
and internal controls

Sel etffadnci alDaStear vSiecceusmndy L a v
Il mpl e meRd g wmlgants

Major 1 aws tsheacturiintcyl updreg wdiabtéaofis nafi ¢ ceehc¢c hadeices
Do dFdr a®itkh e GEaamBnhi Acgtyt he Fair Credit Reporting Ac
Accurate Credit TVFamBat$dOmadeas AcBIfto 2ndidgPh)t2 . b e
noted that ltabwser, @ whrnabdat bepreci fically directed to
financial products, which may hawoef aann yi nfpiancatn coina
institutionheFdeadtxdmpheprance Portéd&bility and A
( HA®and the Health Information Technology for E
impose privacy and security .stFamdaarcdsalr e Inasttiirnt gl tti

2Farm Credit Administration, *“F 6ttps/Rwwfeagatawiperfyplakhtrd j e ct s P1 an
%12 U.S.C. §2254(a).

“See Farm Credit Administimdtoironm, i°ohx dmichhttw/fivewfcadddvh wavlai 1 abl e
examinfo_tech.html

B®Farm Credit Administrati on ,ormatiSreTechnology Examirnatios ManualilTal Pract i c e
Section ( Oct ob e http2Zvowiv.ica.govitxaminfa tedh.htinl This publication states the following:

This is accomplished by:

* RiskAssessm&—Evaluate the adequacy of the institution’s
information security. Key el ement sassesSmenthi s process m
of the IT environment (threats, vulnerabilities, and compensating controls).

* Risk Management—Evaluate the risk management process used to identify, control, and
mitigate security risks.

+ Board and Management OversighAssess the adequacy of information security
oversight by examining security policies, procedures, plans, and controls.gbversi
responsibilities also extend to all outsourced services and contractors.

« Internal Controls—Evaluate the effectiveness of preventive and detective controls
designed to identify material deficiencies on a timely bagisat 51.

% Pp.L.111203 124 Stat. 1376.
97p.L. 108159 117 Stat. 1952.
%8 P.L. 107204 116 Stat. 745.

99P.L. 104191 110 Stat. 1936. For further information on HIPAA security standae;RS Report R4399HIPAA
Privacy, Security, Enforcement, and Breach Notification Standasd€. Stephen Redhead
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holding covered health infor ma®whinc mudsatc dcwdngp 1 y
security®standards.

Gr amine a-Bhil egyf AX %29 9

Federal regulationsn o¥Fbtheebtinnlntcylsuadlehsastepca @iafli ovi t h
nc®Omnes of these 1GLB,Aewhpircihv“dpcryoahnichi ithti€sf w 6 imo n s
aring nonpublic personal infor muari.®medsifon heir
1GbB¥®i mposes obfTiganc¢bdbakt Srmesstpietcutt itchnes pri vacy o
heugtomers and tengrobvtatidehti sEcaypwhl tdhose ¢
sonal "%Tther Meramwai al”iisndteif i w¥imwdberro atdhl iys.
islation, the federal banking andgat®atuoisies
charmpdseowgghr e ment st hchrerytlg @l @ h € iittophe stohmepl vy w
vac WLBAt Tki ©ofincludes promulgating administra
egbprde insure the se“cusirmecnonrd sc camfdi di ennftoiramlait
to protect against any anticipated threats o1
to p ect against unauthorized access to o

s

t
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t
re t om smbonvaftined O@feararh amfy t hese agenc
ga a safeguards rule 1implementing this

cam
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1
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(X =
=
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e are alolBAthradvigseinemrsal ly prohibit, subject
itutionsonfpwin idd spdrmosadamagl ninformation of the

t h d. pAs tdiescus s ed itnh etshee pprmoehiindyiesm €5 efcrt o m n ,

ob ining cusodbmarfindokynafadlbansiAuttehtodrmisteys .t o i s s 1

regulations under t hes et ophreo vGFsPiBo;n se nhfaosr cbeeneenn td ealuet;

shared among the federal banking regulators, the

commissioners, and t lfei iCaFPBit a [omhs the br ietspd®c tr et gou It ahte

=

e
s
i
t

o o

Wjessica M. Lewis, “HIPAA: Demyst i f yNorhCarolihaBarkingpl i cati ons f
Institute Journalvol. 8 (2008), pp. 14164 available ahttp://www.law.unc.edydurnalshcbankvolumesyolume8/
citation-8-nc-bankinginst 2004 hipaademystifyingthe-implicationsfor-financiatinstitutions/ and NACHA,

“Compliance Guidelines for Financial IHPAARrivasytandons in the H
Secur ity Ru lhitps//Healthcarenadha dsgeshealthaare.nacha.oftés/files/
F1%20Compliance%20Guideling8102012%20Update.pdf

10145 C.F.R. Part 160 and 45 C.F.R. Part 164, Subparts A and C.

102p |, 106102 The privacy provisions discussed in this report are in Title V of GLBA and codified at 15 U.S.C.
§86801 et seq. Regulations implementing the data safeguards rule are at 1836(QCC),8208 (Fed)8364
(FDIC), 16 C.F.R§314 (FTC), and 17 C.F.8248(SEC).

10315 U.S.C. §6801(a).

WGLBA, 15 U.S.C. §6809(3)(A), defines “[flinancial institu
engaging in activities that are financial in nature or incidental to such financial activities as describedmn48dobif

the Bank Holding Company Act” (12 U.S.C. §1843(k)). As ori
other secondary market institutions were not included. 15 U.S.C. §86809(B)(EBubsequent legislation added the

CFTC, 7 U.S.C§7b-2.

I n response to GLBA’ s requirement concerning the safeguar
Conference of State Insurance Commissioners 1ssued “Standa
Regul at i on https:/wwwegodgle. eoiskarchl+grammleachhbliley+safeguards+insurancég=utf-8&oe=

utf-8.

10615 U.S.C. §6801(b).

10715 U.S.C. §86825823. This isubject to civil and criminal penalties.

108p 1. 10610288504 and 505, 15 U.S.C868046805.
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ThETE€n f otrhceesse pwiotvh sti dasmmye citn st it ution engaged 1n

providing, finmnancial services to customers who n
account or reilinsibpnuehipnwofWihihetiowvawides bafaon.e
checaks hing businesses, payday lenders, mortgage
or real estate appraisers, pr of sasfscigommahrldhdtsax pr e p
applies to companies | iakned oamradadict tAdNowmmetrim g krasgm en
that receive information about ™ he customers of

Sar baOwxelsey Act of 2002

Section hSéaOrdb-GoufbMcyt of'r 8  GtRhraets annuawi rfe ptord sSEG | ¢
pur sutamd Seowcahdange sAEx of 1934 vianlculautdieo na onfa ni angt eemm
contThdrseomes spectuhaet8bh@€ thatonsidering this as a
“aut horitlyi ofermathieononechhsesdi o weuwbldiielsy.

Theéi sclpasowriesi ons discussed hhearareppleygutia edor1tt po 1ifa
undSeerctions 13 (8Spcoriided) Eat'fiTabhigse iAncct] wdfe sl 9c34mp 2
with stock trade df oorne ingant iaonnda 1d oenxecahsiasamsepsmif vat e 1 s
as shatc ked sBeachkelidiierg ¢bdmpdni o) dinndg icnsmpandi e s

depositories are 71 e qiutihr etdh etsof hfeiellgem hskitmoielgaurl arteoprosr t.
SEC hbayver e gggilwe¢n omhose affected the option of il
of disclosure standards, or to file two reports.

Fair and Accurate Croddi20 0Br ansactions

ThEaamd Accurate Crd FACTHAanesnadetdi arthse Acatir Credit
Act toreguylhhdtrery ealgoepn ciideesn ttiot.¥dheevh e i g gmEadmed ¢ ne s

and regul tpoamseoms ] imreact i caecst,i vaintdy stpheacti fiincd ifcoart
possible exist&8Ruwer soufa nité¢ gtinos itdhfliiGomenfit hal banking,
creditansdaconjticsavree prelentt emwsgguld ad itoms as well a;

10915 U.S.C. §6827(4)(A).

Wy. S. Federal Trade Comgmiasdiomg COstammeanr dk frefladat mS8aifon: Fina
Register36485, May 23, 2002.

111p 1. 107204 116 Stat. 745, 789. 15 U.S.C. §7262.

29e¢e, e.g., “The SEC’s Two Primary Theories in Cybersecur:i
Jonathan G. Cedarbaum and Leah Schlauss. Cybersecurity Law Report (April 8, 2015), available at
http://www.cslawreport.congsuel.

up|. 73-291.

14p | 10815988114 and 216.3U.S.C. §681mand15U.S.C. 8681w
11515 U.S.C. §1681w (a)(1).

11615 U.S.C§1681m(e)(2)(A).

Congressional Research Service R44429 - VERSIOR - UPDATED 18



Financial Services and Cybersecurity: The Federal Role

gula@adv ommdsnpgo stahle t @fmea i'MTFhe mRGA onas notified f a
s t

itutions that it may examine™them for compli

Bank Protection Act

The Bank Pi‘lgdﬁemtcitant&i@tfe@te]nachbd,nkFiDde@,ulanh«br@CC
estabdimbmmiecurity standards “fordbanksragd savi
robberies, amuwr dlaaciesms es and t®pps e hosfh spiearnstohnes 1 d ¢
who commi 'l suchchedes no m¥ntion of cybersecuri:t

Bank SCowmpaey Act of 1962

ThBank Service Cothpumtnhyo rAicetd 0 fF HEO®, 2 amag OICLt ¢ and
examine compewicdes atrlmad tc e §i .,teoh ebcakn kasnd deposit sort

posting, computation andcrpdsittisn @ nadf cihmtregreess t pa red
mailing of c¢checks, statements, notices, and si1 mi
accounting, statistical, or simil”%¥Mafruyncti ons pe
small banks outbbupotetRieod syeinnegctt s vg ¢’fwensddr ptolwe r s
Federal CrebdetNOWAwmre dAat sitmil ar regulation whictl
credit ‘daveweptden sed®rity program

WThe federal banking agencies and the FTC issued “red flag
72Fed.Reg.63718 For information on the “red flags” rules and regu
became déctive on May 20,201%ee“ I dent i t y Th e fhitps:/Rwevd.seddouifg/smallRuséecy/, ~
identity-theftredflag-secghtmF or i nformat “oe dod ltalge "FT@1 see” Fliég hG.iFn.gR. , Part
Identity Theft wihtps://wwh.ftc.gRtipsdadvicdbusimesseRtaerguidancdighting-identity-
theftredflagsrule-howguidebusiness The FTC’s Disposal Rule became effective
(November 24, 2004). The federal bankialgfConsugmerl ators issued
Information Under the Fair and Accurate Credit Transaction
Other regulations which have been issued are: 17 C.F.R., Part 248 (SEC), and 12 C.F.R. Parts 717 and 748 (NCUA).

18SeeFarm @ dit Administration Information Memorandum, “FTC Reg
Identity Theft Red Flags, and Address Discrepancy Provisio
http://ww3.fca.goweadingrmihfomemoListsAnformationMemorandumBlispForm.aspxP=200.

119p1.90389. 12 U.S.C8818811834.

1201mplementing regulations (e.g., 12 C.F.R. §8 21114) require &ecurity program, designation of a security officer,
and annual reports to the bank’s board of directors with r
safeguards and security devices.

121p |, 87856. 12 U.S.C§§1861-1867.
122p | 87856 §3.12 U.S.C. §1863.
12312 U.S.C. §1766(a).

12412 C.F.R. §748.0. This rule covers some aspects of cybersecurity as well as physical security. It includes a

requirement that the security program have a breach notice response component and that it is dégigaefitos ur ¢ t he
security and confidentiality of member records, protect against anticipated threats or hazards to the security or integrity

of such records, and protect against unauthorized access to or use of such records that could result in subvstantial ha

or serious inconvenience to a member.”
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The Health Insurance Portability and /4
and Hehael th Information Technology for
Health Act of 20009

The Health Insurance Portal@HIIPINAa sa mdneAodceau btya i ihle
Health hnflecimabi o g yanfdo rClFEicnoincoanli cHHE TEE HAct of 20
cr e antact i on a lf osrt ahnedaalrtdhs care providers, health 1ins
clearinghouses, an®t ohebdmpbryi svimiceyh sa nads ssoecciuartietsy r
for paper and eledtteqmiceme ciovalr edeecemttdd ies, S 0 m
providing financial services for healtllhssare pro
mail ori nednaviild udlys aatlbhdatbdewicthesedtawtities
thSecretary of the Department of Health and Human
individual sh;e ss maulslte rb eb rceeapoo n t y'®anauahé¢ ySe

Executive Orders

Currently, ontipeecexdecmtvo adld rdeiscbectshe critical 1 o]
services in tH® national economy

FigPsrtesi dential PolRilgr Direalt i e @adnsd( PP Dt ur e
Resil™¢nssaegd on February 1%¢c®20ilt3y PRrrewoikdcan tHioanl I
(HSPD*Itdentified the current 16 critical infras:

125p L. 104192 110 Stat. 1936. According @RS Report R4399HIPAA Privacy,Security, Enforcement, and
Breach Natification Standardby C. Stephen Redhead

The [HIPPA] Privacy Rule does not specify the types of safeguards that need to be implemented to

protect . [ “protected healt hsedfthdcompanioni on”] from misu
HIPAA Security Rule under which each of the safeguamdministrative, physician, and

technical—is composed of a number of standards. The security standards are designed to be

scalable to the size and complexity of the covered eastyyell as technologgeutral. They

include implementing security management policies and procedures, workforce security

procedures, facility access controls, and controls on access to information technology (IT) systems.

Each standard consists of one @remimplementation specifications (i.e., detailed instructions for

implementing the standard). Covered entities have considerable discretion and flexibility in how

they implement the security standards.

12645 C.F.R. §160.103.

127Business associates are #esi that create, receive, maintain transmit protected health information for specified
claims processing and management activities.

28jessica M. Lewis, “HIPAA: Demyst i f yNortheCarplihaeBarkingpl i cati ons f
Institute Journal vol. 8 (2008), pp. 14164 available attp://www.law.unc.edydurnalshcbank/ivolumes¥olume8/
citation-8-nc-bankinginst-2004hipaademystifyingthe-implicationsfor-financiatinstitutions{ and NACHA,

“Compliance Guidelines for Financial Institutions in the H
Security Rule$, a v a i hitps:Bhealthcare.nacha.ssgéshealthcare.nacha.oftés/files/
F1%20Compliance%20Guideling81®012%20Update.pdf

2HSPD7, “Critical Infrastructur e I RublicPapefsiofthe PresidentsofPr i or i ti z a
the United StatesGeorge W. Bush, 20q8Vashington: GPO, 2003), pp. 172945, available dtttp://www.gpo.gov/
fdsyspkg/PPR2003book2pdf/PPR2003book2docpgl739.pdf This superseded Presidential Decision

Directive/NSG6 3 of May 22, 1998, ‘¢ Groint. i”c a 1 Infrastructure Protec

0Executive OrderPPR 1, “Directive on Critical PublidPapersofthe@ct ure Securi
Presidents of the United Stat&arack Obama, 2013p. 112, available abttp://www.gpo.govilsyspkgDCPD-
2013000924df/DCPD-201300092.pdf

131 Homeland Security Bsidential Directive 7 (HSPD ) Critical Infrastructure Identification, Prioritization, and
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services, Bhd Depagimeasdduny ShpethéiRRRABEBonct
out ““sShmrad egi €asmpot howye

1. refine and clarify functional relationships :
advance the national wunity of effort to strert
and resilience,

2. enable efficient 1infor mat iaotna eaxncdh asnygset ebnys 1 d e 1
requirements for the federal government, and

3. implement an integration and analysis functi
operational decisions regarding critical 1nfr1

Secanxecutive“IIﬁ)pId@\riﬂ§6816i,tiboearlsel”éﬁzuﬁ/ra[iatsﬁsmuedre

on Februargrdé&redOiBe National Institute of Stan
devel op a baseline cybersecurity framework that
infrastructure s esdrovAsdkgdisitn wlnad t$npg tfeifn acn caigaeln ¢ y,

Treasury was directed to consult with the Depart
Management and Budget, and the National Security
regul ati onosd isfhioeud dc obnes imder ing current and projec
ThirdEdxecutivel Oprdevi ng 6t8He Security of®Consumer
was 1ssued on Oct ofbpeedre rla7l, a2gelndc. i elst tdo riemptreodve t h
consumeal finamsactions by purchasing chip and PI
chip and PIN payment .Chairpd sa nfdo rP IoN fiisc i gaeln epruarlclhya sce
secure than the chip and signatfTheecaddsteammbetipng
is effective only 1f both paymExcae pterfmarm adfsf iacnida
government payment cards, most new payment cards

St altaews

Basic State Authority

I'n additi onf etdoe rtahlef laarawrsacyi aolf i nstitutions might b
protection dbhtaisemuoretdyi kelvy t hat fseudcelr aal llyaw wi
i ns utraetdeasr t e raendd btaon kost her financiadte¢ePBsawtutions

Protection Public Papers of the Presidents of the United States: George W. Bushy2a@8@ington GPO), pp. 1739

1745, available dittp://lwww.gpo.govidsyspkgPPR2003book2pdf/PPR2003book2docpgl739.pdf This

superseded Presidential Decision Directive/NS@ o f May 22, 1998, “Criidentified]l I nfrast
10 critical infrastructure sectomcluding banking and financend designated sectepecific agencies to collaborate

with other federal agencies, state and local governments, and the private sector to conduct vulnerability assessments

and to encourage risk mitigatios the sectoespecific agency for banking and finance, the Departniettieo

Treasury coordinates technical assistance and consultation to identify vulnerabilities and mitigate incidents in the

financial sectar

B2Executive Order EO 13636, “I1 mpr ov Federal Registet1i72921F44,]1 nfr astruct
February 19, 2013, available attp://www.gpo.govitisyspkg/FR-201302-19/pdf/201303915.pdf For more about

this executive order, s€eRS Report R42984he 2013 Cybersecurity Executive Order: Overview and Considerations

for Congressby Eric A. Fischer et al.

BWExecutive Order EO 13681, “Improving ¢t Federd8Registari ty of Cons
6349163493, October 23, 2014 availablehttp://www.gpo.govidsyspkg/FR-201410-23/pdf/201425439.pdf

134 At least 12 states have laws addressing data secmritansas (4&K. Cobe § 4-110-104); California (@L. Cv.
CoDE §1798.81.5); Connecticut (Conn. Pub. Acts Ne168); Florida (EA. STAT. §8 282.318, 501.171); Indianaig.
CoDE § 244.9-3-3.5); Maryland (M>. CoDEANN., CoMm. LAw § 143501); Massachusetts (201abk. CODEREGS §
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o

reover, state t alpliyneshuernatnsce companies and to
rms that are not comprehensivdlngndagtlratadd 1oy
mpatpaeyday lenders, crthparki esa,s haenrd ,mdritngamge Icma
igiEhors .are aildseawsndate gedewiadtl,y cowdring sec
bliclyregadedatndn a ndde arleeprosr tainndg tsot foscbkb ebkr eorkd rtsh
e of thkhussrgpbatei ow df sfi@anmfend¢ndBankfc8satd
r¢CSB®%Y) a central somrscstatfeoerbaddilihmgnat ¢ gml at i
itMootfthtAmerican Associatioeonaofus®Sdadr istoiuasx eA
rmation about state securities regulations,
rdidgaboker

" Trg Ln®T 06 hZ
OB 00 s 60 c o

State Laws CRaquimernodfi fDatad i Bmeaches

Al though there are at |l cCongerWesRda220brPath bill
SecuritylS5 Actepdr28&dd out of the CodlHMmiltttlee Dmt &Fina
SecurityS ActedDdr2dd to the Committee on Commerce
cur r,e ntthheyre is no federal law that requires fina
data breaches. Howevewn, ttthe ovartwhe hmiveg emajcd reidt
consmméti fication of daRIAPAkrceoadhensg ¢ omprhemiNsaitn @ n -
Conference of Sta¥d7Legnsbatptas (NESDj)strict of

Guamnd the Virglinal dlremdsh maotd fication 1 aws that
services within t hSet aitned,i vciodmnmaoln weuarlitshd,i catnido ntse r r i
information and hawtmdny artd oba ayg qéeufi irtelgeesmet sl a ws d
hoswnd whasumers are to be notified.

17.00) (issued pursuant toaAgls. GEN. Laws ch. 93H); Nevada (BKv. Rev. STAT. § 603A.210); Oregon (© Rev.

STAT. § 646A.622); Rhode Island (R.IEG Laws 8 11-:49.2); Texas (EX. Bus. & Com. CoDE § 48.102); Utah (tmaH

CoDE § 1344-201). Other statlaws may impose data protection requirements on information held by the state
government. For example, Montana recently enacted a law requiring state agencies that maintain personal information
to develop procedures to protect that data. H.B. 123, §26)(201

135 An industrial loan company (ILC), sometimes called an industrial loan bank, is-lsaatered bank and regulated
financial entity that can be owned by commercial firms that are not regulated by a federal banking agency. If authorized
by state law, ILCs can have branches in multiple states. Many ILCs are owned by retailers and automobile companies
and concentrate on providing parent company customers with financing. In some states, ILCs can accept deposits,
which can be FDIC insured.

136 For exampleTexas supervises check verification comparieS. Congress, House Committee on Financial
Services, Subcommittee on Financial Institutions and Consumer Credit, Testimony of Charles G. Cooper, Banking
Commissioner, Texas Department of BankiBgaminingRegulatory Burdens on Nédbepository Financial

Institutions 114" Cong., ¥ 'sess., April 23, 2015, availabletdtp:/financialservices.house.gbjgloadedFilesAHRG-
114BA15-WStateCCooper20150423.pdf

137 An example of this type of information is Conference of State Bank Super@drsisecurity 101: A Resource
Guide for Bank Executiveavailable ahttps://www.csbs.or@yberSecurityDocuments/
CSBS%20Cybersecurity%20101%20Resource%20Guide%20FINAL.pdf

138 For more information on state regulation of securities, see the Northigamé&ecurities Administrators
Association ahttp://www.nasaa.org/

139 For further informationseeCRS Report R4432@ata Security and Breach Notificatidregislation: Selected
Legal Issuesby Alissa M. Dolan

140 National Conference of State Legislatur@scurity Breach Notification Law®ctober 22, 2015, available at
http://www.ncsl.orglesearctitlecommunicatiorandinformationtechnologysecuritybreachnotification-laws.aspx
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New York State

Because Wall Street and many relatedNefvi Yomki al a
St alt aelwansot d mlfd uethbhe oweronal andiahThRysNemonal fi
Betpaatret me nt of Fi nlainsctisa lo fS eorvveirc e3s5 (sDEFpSa)r at e t
tutions which 1t regulates. Among them are
tment companiesprbagh bah#di ageaompani dbs a nt h
sentative offices; t rus tlsi;c emmosretdg al geen dberrosk;e rcs
rs, c haratsdebrlvei cfeo ucnodnagtmibdacutg eptr opvli adnenresr;s , mo n ¢
mintdt dras ] s OMS masnits sued a numbe*ltof report
xpanded its examinafapndspanrdheenvyias prfovi
u dpianrgt yt hiinrfdor mat i o™ technology providers).
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cm B0 Buo ng <n
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as announced i1itvseintentlygnatochkbeksmcurity poc
loldipmgty service prodYadeormamnmd pemeéentcatmohti t ]
ef information security opdcieennenhgpaprhbdidati on
¢ £t iDoFnSs otfo cyber s ©on uNo v § twbdSh c SRdEennttisohnaetd 1t i s

sidering proposing cnycbiearls eicnusrtiittydkteigognusl,a toiuotnlsi
ul at or”yn dp rionpwvoistaeld f e e d bearcakl a fr @ogm litoowa de veh d pf e d
omprehensive approach to cyber s¥Rurity regul

Paymeatldildustry Data Security

The Payment secdriangusStanwdards Council, founded
Di sveea , JCB I nter naantd oViadla,v dNhawsptse, r Garidh t a i ns , and
Payment Card Industry Data Security Standards (P

[m]aintaining payment security is required for all entities that store, process oritransm
cardholder data. Guidance for maintaining payment security is provided in PCI security
standards. These set the technical and operational requirements for organizations accepting
or processing payment transactions, and for software developers and chapugaof
applications and devices used in those transacttbns.

“INew York State Department of Fi na n cthefinbncidirstitutiang es “ Who We S
regulated by New York State

2 For a list of cybersecurityelated DFS pronouncements, $ip://search.its.ny.goséarch@=cyber&tnG=
Search&ntgr0&ud=1&sort=date%3AD%3AL%3Ad1&utput=xml_no_dtd&oe=UTF-8&ie=UTF-8&client=
dfs_frontend&roxystylesheetdfs_frontend&ite=dfs_collection

“SBenjamin M. Lawsky, Superintendent of Financial Services,
December 10,2014, availabletdtp://search.its.ny.goséarchg=cyber+security®tnG=Google+Search&d=1&sort=
date%3AD%3AL%3Ad1&utputxml_no_dtd&oe=UTF-8&ie=UTF-8&client=dfs_frontend&roxystylesheet=
dfs_frontend&vc=200&wc_mc=1&exclude_appsk&site=dfs_collection

“Anthony J. Albanese, Acting Superintendent ofewNew York St
NYDFS Cyber Security Regulation Rehftp/iwwwedsenpngowdhoit/ Nove mber 9,
letterspr151109 _letter_cyber_security.pdf

Y51d. Amonghe “key rtegulatory proposals” ar eparfypérvice Prdvidec ur ity Pol
Management, MultFactor Authentication, Chief Information Officer, Application Security, Cyber Security Personnel
and Intelligence, Audit, and Notice G/berSecurity Incidents.

“6payment Card Industry Security Standard Council’>s descrip
website ahttps://www.pcisecuritystandards.gpgl/_security/ For further information, see Robert J. Pile and Kristin
Ward Cleare, “Pr os and Cons o f ltaw 860 March n 204 6. Card Data Secur
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Banks i1issuing c¢credit and debit cards, mer chants
transactions 1nvoslwbhjnegc tc atrad cpoanytmreoameptd uyBalwdotbhl i ga t i
DSStandards addrdheif@ggldaverseonr 0ffyotrhe PCI DSS
assessing security pf¥coocnepdruirseess rau nmmsi nli Inbu np asgeets oafn d
protecting|[ badtcelpuuntotdasgmwmper sedgolecament regubanli
or other 1 e 3¥Amarmeghtilgdlmlesattada. dtehredowfi onlgl:

T Do not use default passwords.

T Encrypt cardholder data when transmitted over

T Track and monitor al lanadc cceasrsd htod dreert wdoartka . r e s o 1

T Regularly test security systems and processe:

Independent qualified security assessors
cases. The rul

es are enforced by a series

a us ¢

re
of con

One group of contbrraacntd, issucbhe tawse eMa sat ecraGadr d , Vi s a
and the banks that 1issue the payment cards or pr
bet ween these banks and those acceptSiimge et hael Ipayn

of tchoenster acts are private business trafsactions,
An exception to tthiess occocnutress tw hneenc totdhrete xpmarmepmt ies i o n s
the litigation resulting ftrhoem ptah ei nTtarrbgdeats edda tsao nber

pr oviisnitoon se’i dence

Conclusion

Oversight of finmnancial services cybersecurity re
of statel awd, fodgwhdutlartsi olCsybeasd cgiwcindagynades. a cri
component of protecting the vital seactvamces to th
Maintaining the confidentiality, security, and i
critical to sustaial hgwitrtheusesvednd fcdmrsuwme rwshitcd
financi al stea vicwuppl vy ndastirgyge sr ono gethii tcthot hefy tWdkoe
importance of the information systems that suppo
increadsvogly ctybentsccaemadadns by issuing regulatio
of guidance.

As discushe df ddarcadaln, wavwee rsnnpehmtcti @afl tsheea tfoirn i ncl ude
cybersecuriay hadsinfolveseprndaspetighmme nefi odweas
voluntary cooperation.

T Depository institutionspraurdee nstuibajle crteegdu Itaot icoonmp

supervisiyomrnflos ouafdat s s .

147 payment Card Industrdata Security Standard: Requirements and Security AssessmestiBres Version 3.1
ed. (2015), available &ttps://www.pcisecuritystandards.adgtument$?CI_DSS_v3l.pdf

1481d., at 3.

149 For some information about payment system rules, see MasteXcaaijnt Data Compromise User Guideine
26, 2014, available #&ttps://www.mastercard.comgimerchangdf/Account_Data_Compromise_User_Guide, fzdfd
Visa, Visa International Operating RegulationSctober 15, 2013, availablel#tps://usa.visa.codaml/COM/
downloadmerchantsfisa-internationaloperatingregulationsmain.pdf

150|n Re Target Corporation Customer Data Security Breach Litigation, U.S. District Court, D. MisviDl14
25220PAM/JJIK), available &ttp://www.sitelevel.conguery2rid=18c705dd&uerydn+re%3A+Target
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T The federal securitiersegriengeu ltahtaotr sma nwlhaot easd mi n i
disclosure oaft iman ebryi apu bilnifeolrymver sadedt bempani e
major components of the securities indust
regulation. ThisSRO@snsushsaefthn antapnetl

exchanges and securities SECsociations

1T Some federal agencies are charged with

that apply to products of the financial

reg

ry |
sec
1 st

speci f
ser vi

T Some federal bawsgrdelgmhiirceh faipnpalnyci al institutio

safeguard information.

T BotCnng,wds¢sh the enact ment of the Consolidated

20Mand the rxmech,t i ppersdeurainets toofsg eaee uti ve
encouraging voluntary cooperation among

infrastructural siercdiuae sn gp rfdwmiacders, t o

practices and procedures best suited to safe;g
which is c¢critical to U.S. mnational security.
There 1is every indication that ttyheate bwitlHh tblee ifnec

and state levels.

Glossary
CFPB Consumer Financi&rotection Bureau
CFTC Commodity Futures Trading Commission
CHIPS Clearing House Interbank Payments System
CSBS Conference of State Bank Supervisors
DFS New York StateDepartment of Financial Services
EO Executive Order
FACT Act Fact and Accurate Credit Transactions Act
FDIC Federal Deposit Insurance Corporation
Fed Board of Governors of thd-ederal Reserv8ystem
FFIEC Federal Financial Institutions Examinat@muncil
FHFA Federal Housing Finance Agency
FINRA Financial Industry Regulatory Authority
FIRIRCA Financial Institutions Regulatory and Interest Rate Control Act of 1978
FSOC Financial Stability Oversight Council
FTC Federal Trade Commission
GLBA GrammLeachBliley Act of 1999
GSE governmentsponsored enterprise
HIPAA Health Insurance Portability and Accountability Act of 1996
HITECH Health Information Technology for Economic and Clinical Health Act of 20!

151See U.S. Government Accountability Office (GASEcurities and Exchange Commission: Opportunities Exist to
Improve Oversight of SeRegulatory OrganizationssA0-08-33, November 2007, &ttp://www.gao.goview.items/
d0833.pdf

152p 1. 114113
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HSPD Homeland Security Presidentirective

NCSL National Conference of State Legislatures
NCUA National Credit Union Administration

NFA National Futures Association

NIST National Institute of Standards and Technology
OoCC Office of the Comptroller of the Currency

PCI DSS PaymentCards Industry Data Security Standard
PIl personally identifiable information

PPD Presidential Policy Directive

SIFI systemically important financial institution

SRO selfregulatory organization

Table 1. Federal Financial Regulators andWho They Supervise

Regulatory Agency

Institutions Regulated

Federal Reserve

Office of the Comptroller ofthe Currency
(OCC)

Federal Deposit Insurance Corporation
(FDIC)

National Credit Union Administration
(NCUA)

Securities and Exchange Commission (SE

Bank holding companiesd certain
subsidiaries, financial holding companies,
securities holding companies, savings anc
loanholding companies, and any firm
designated as systemically significant by t
FSOC

Sate banks that are members of the
Federal Reserve System, U.S. branches c
foreign banksandforeign branches of U.S.
banks

Payment, clearing, and settlement system
designated as systemically significant by tl
FSOC, unless regulated by SEC or CFTC

National banksfederally chartered thrift
institutions

Federallyinsureddepository institutions
including state banks and thrifts that are n
members of the Federal Reserve System

Federdly chartered or insurectredit
unions

Securities exchanges, brokers, and dealet
clearing agenciemutual funds; investment
advisergqincluding hedge funds with assets
over $150 million)

Nationally recognized statistical rating
organizations

Securitybased swap (SBS) dealers, major
SBS paitipants, and SBS execution faciliti
Corporations sellingecurities to the public
must register and make financial disclosur
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Regulatory Agency Institutions Regulated
Commodity Futures Trading Commission Futures exchanges, brokergmmodity
(CFTC) pool operators,and commodity trading

adviers

Swap dealers, major swap participants, ar
swap execution facilities

Federal Housing Finance Agency (FHFA) Fannie Mae, Freddie Mac, and the Federe
Home Loan Banks

Consumer Financial ProtectidBureau Nonbank mortgageelated firms, private

(CFPB) student lenders, payday lenders, and large
oconsumer financial entitiégo be
determined by the Bureau

Consumer businesses of banks with over
$10 billion in assets

Does not supervise insurers, SEC and
CFTC registrats, auto dealers, sellers of
nonfinancial goods, real estate brokers an
agents, and banks with assets less than $
billion

Source: The Congressional Research Service (CRS), with information drawn from agency websites, and financial
regulatorylegislation.
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Table 2. Selected Laws Mentioned in the Report

Name

Short Name (if any)

Public Law Number

Comment

Bank Service Company
Act of 1972

Banking Act of 1933

Banking Act of 1935

Commodity Futures
Trading Commission Act
of 1974

Commodity Futures
Modernization Act of
2000

Consumer Financial
Protection Act of 2010

Dodd-Frank Wall Street
Reform and Consumer
Protection Act of 2010

Fair and Accurate Credit
Transactions Act of 2003

Fair Credit Reporting Act
of 1970

FDIC Improvement Act
of 1992

Federal Credit Union Act
of 1934

Federal Reserve Act of
1913

Federal Trade
Commission Act of 1914

Financial Institutions
Regulatory and Interest
Rate Control Act of 1978

GrammLeachBliley Act
of 1999

Health Information
Technology for Economic
and Clinical Health Aobf
2009

Health Insurance
Portability and
Accountability Act of
1996

Housing and Economic
Recovery Act of 2008

GlassSteagall Act

Dodd-Frank

FACT Act

FDICIA

FTC Act

FIRIRCA

GLBA

HITECH

HIPAA

HERA

P.L. 87856

P.L. 7366

P.L. 92463

P.L. 106654

P.L. 111203

P.L.111-203

P.L. 108159

P.L. 931508

P.L. 102242

P.L. 86354

P.L. 6343

P.L. 63447

P.L. 95630

P.L. 106102

P.L. 1135

P.L. 104191

P.L. 116289

Temporarily created
FDIC

MadeFDIC permanent
CFTC

Additional powers for
CFTC

Appendix E of
Consolidated
Appropriations Act, 2001

CFPB, Title X of Dodd
Frank

Title VI of the Federal
Deposit Insurane Act
Amendments

Credit unions

Fed

FTC

NCUA, FFIEC

Title XIII of Division A of
the American Recovery

and Reinvestment Act of
2009

FHFA
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Name Short Name (if any) Public Law Number Comment
Sarbane©xley Act of Sarbane©xley P.L. 107204
2002
Securities Exchange Act P.L. 73291 SEC
1934

Aut hor Information

N. Eric Weiss M. Maureen Murphy
Specialist in Financial Economics Legislative Attorney
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